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The purpose of this scams bulletin is to enable Hampshire residents 
to be aware, and therefore guard against, the type of scams currently 
being reported to the Hampshire Trading Standards Service. 
 
Trading Standards will collate information on scams to provide 
information and intelligence to the public and other agencies but will 
normally only intervene when the victim is vulnerable and has been 
financially abused. 
 
In appropriate cases Trading Standards will also seek to take 
enforcement action through the courts. 
 
If you are worried about a potential scam please contact: 
 
Citizens Advice Consumer Helpline on 
08454 04 05 06 
or online using the 

 
Online consumer complaint form 
 
 
 
 
 
 
 

HANDLING: This bulletin may be distributed to the public 

 

https://ssl.datamotion.com/form.aspx?co=3438&frm=citacomplainform&to=flare.fromforms


Passport Checking Service Warning 
 
Hampshire County Council Trading Standards Service is warning residents to be 
cautious when using the internet to search for a quick way to renew their 
passports. 
 
Fast track passport renewal services often appear close to the top of search 
engine results. However, whilst many are not illegal, they are not the official 
government passport service (and do not claim to be). They offer a checking 
service to make sure an application is filled out correctly, and normally charge 
between £30 and £45, on top of official fees.  
 
Although it is not illegal to charge for a service which is being provided with the 
consent of the customer, these businesses are not doing anything which you 
cannot do yourself for free.  
 
The Trading Standards Service advises Hampshire Consumers to not select the 
first website they see when carrying out an internet search, and to read the 
information on the website, especially the terms and conditions as these should 
detail what is being charged for. 
 
If you are interested in having your passport application checked then Her 
Majesty’s Passport Office recommends you go to your local post office where 
they carry out this service for (current price) £8.75. 
 
For more information please access the official website by using the link below: 
 

 HM Passport Office website 
 

European Health Insurance Card (EHIC) 
 
Similar websites may also claim be official providers of the EHIC card. This card 
entitles UK residents to the same level of national healthcare as nationals in 
European Union countries and although it provides valuable medical cover, it is 
not a replacement to travel insurance. Whilst commercial websites may charge 
around £20 to submit your application, the free card is obtainable via the 
European health insurance website. 

 

https://www.gov.uk/government/organisations/hm-passport-office
http://www.ehic.org.uk/


Money Transfer Scam 
 

Hampshire County Council Trading Standards Service has continued to receive calls 
from worried consumers who have been approached by fraudsters, attempting to 
scam them out of large amounts of money.  The fraudsters will dupe victims into 
revealing their bank details, and are using ever more sophisticated and cunning tactics 
to access this information. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
NEVER give out you bank details to a caller.  If you think you have been a victim of a 
scam, contact your bank immediately. 

 
 

Citizens Advice Consumer Helpline on 

08454 04 05 06  

Or online using the 

Online consumer complaint form 
 

Real life case study 
 
Mrs S received a phone call from a male who alleged she had won a million pound 
prize.  He told Mrs S that he would need further personal information to release 
the funds.  Unfortunately, Mrs S revealed her bank account details, and she gave 
the name of her financial advisor. 
 
Later the same day, Mrs S received a phone call from a woman who alleged to be 
her financial advisor.  She asked Mrs S to arrange a bank transfer to release the 
million pound prize. She told Mrs S that the fee would normally be £9,000 but she 
was prepared to reduce this to £5,000. 
 
Mrs S did not recognise the callers voice so challenged her over her identity.  The 
caller said she had recently visited Mrs S at her home and continued to describe 
her house. Mrs S realised the caller was fake, and that she must have viewed her 
home on Google Earth.  Mrs S terminated the call.  When she dialled 1471 the 
number was withheld. 
 
Mrs S was offered advice and assistance by Trading Standards and her bank was 
contacted to alert them of this fraud.  Thankfully, no money was taken. 

https://ssl.datamotion.com/form.aspx?co=3438&frm=citacomplainform&to=flare.fromforms


Tax Refund Scam 
 

Hampshire tax payers are being warned to look out for scam emails claiming 
to be sent by HM Revenue and Customs (HMRC). 
 
The emails state that HMRC have reviewed the recipient’s tax return and 
found that they are due a refund.  They will ask for personal details which may 
include credit card or banking details, in order to transfer the money. 

 
 
 
 
 
 
 
 
 
 
 
 
HMRC have said that they will NEVER email a taxpayer about a rebate, and 
an official letter containing a payment order will be posted out to those that 
are owed money.  
 
You can find examples of fake emails on the HM Revenue & Customs 
website. 
 
The best advice is to be suspicious of all unsolicited or unexpected emails you 
may receive, even if they appear to be from a trusted source. If you think you 
may have mistakenly visited a phishing site and provided your bank account 
details, contact your bank and inform them immediately.  They will take all 
necessary steps to protect your account. 
 
For further advice or to report a scam, please contact; 
 
 

Citizens Advice Consumer Helpline on 

08454 04 05 06 

Or online using the 

Online consumer complaint form 

Real life case study 
 
Mrs P received an email at the beginning of October 2013, telling her that 
she had received a tax refund payment of approximately £600.  The email 
contained a link to sign into online banking, so the transfer could be 
arranged.  It promised the refund should be received within 3-6 days.  
Although the email address contained the wording HMRC, on checking Mrs 
P discovered this was not the official email address and she reported this 
matter as a scam.  Mrs P said she had received similar emails in the past, 
and she wanted other Hampshire residents to be warned. 

http://www.hmrc.gov.uk/security/index.htm
http://www.hmrc.gov.uk/security/index.htm
https://ssl.datamotion.com/form.aspx?co=3438&frm=citacomplainform&to=flare.fromforms


Loan Scams 
 

Hampshire County Council Trading Standards Service is advising consumers to be 
wary of scams involving loans. In particular; 
 

Advance fee scams 
 
This scam operates when an invitation to apply for a loan is sent out by post or 
email.  The accompanying material may make claims of fast tracking and approval 
regardless of the applicant’s credit history. 
 
However, before the application can be processed, the victim will be asked to pay 
an upfront fee to cover insurance or other charges.  Once the money is paid, the 
victim does not hear from the company again and the loan is never received. 
 

Repayment scam 
 
The scammer will often use a company name that is similar to an existing loan 
company. They will send out letters claiming the recipient has missed a repayment 
deadline, and now owe their original debt plus a penalty charge. 
 
The victim is asked to make the payment to the fraudsters, in order to bring the 
amount owed up to date. 
 
Once paid, the victim will discover they still owe the full amount to their outstanding 
loan company. 
 
If you receive a letter alleging money is owed, look at your original paperwork and 
contact the company you took the loan from to check your repayment dates. 
 
NEVER divulge personal information or give banking details. 
 
For further advice or to report a scam, please contact: 
 
 

Citizens Advice Consumer Helpline on 
08454 04 05 06 

Or online using the 
Online consumer complaint form 

  

https://ssl.datamotion.com/form.aspx?co=3438&frm=citacomplainform&to=flare.fromforms

